
CYBER INSURANCE:

IS YOUR CHARITY CYBER SAFE?



AN INTRODUCTION TO REID BRIGGS INSURANCE 
BROKERS

ÅEstablished in 1964 and based in South Street, Eastbourne 

ÅOur Directors Kevin Barnard and Andrew Briggs along with 14 professional and friendly 

insurance experts bring you competitive and comprehensive products and a wide and diverse 

insurance knowledge.

ÅWe are independent insurance brokers with over 50 years experience dealing with personal, 

commercial and charity insurances.

ÅFCA Compliant.

ÅForward thinking, innovative people combined with traditional service.  



CYBER CRIME STATISTICS

ÅCyber crime costs the UK economy £2.7 billion each year.

ÅLess than 10% of UK Companies have Cyber Insurance protection in place.

Å74% of small and medium-sized businesses reported that they had suffered 

an information security breach in 2015.

ÅFor small and medium-sized businesses the cost of a serious security breach 

could range from £75,000 to £310,080. 



CYBER SECURITY

Cyber security is about protecting your computer- based 

equipment and information from unintended or unauthorised 

access, change, theft or destruction. 

This applies to all methods you use to access emails, internet and 

computer applications so you should also include mobile phones, 

laptop and tablet devices too. Donõt forget to look at your 

phone and computer devices used for personal as well as 

business use.



IS YOUR CHARITY AT RISK?

Your organisation needs Cyber Security if you do any of the following:

Hold sensitive customer information on your computers, i.e. names and addresses.

Have a website.

Take online payments such as donations or have PCI agreement (use card payment 

machine).

Are reliant on computers to run your organisation.

Use e-mail.



HOW DOES A HACKER GET MY INFORMATION?

They start with a basic search and then find everything else related to you -

typically using Google, LinkedIn, Facebook etc. 

Social Engineering

A non technical method hackers use that relies heavily on human interaction and 

involves tricking people into breaking normal security procedures. Eg

Clickjacking or spurious e-mails.



WHAT ARE CYBER RISKS

Computer Malware

Malicious software designed to cause damage to a standalone computer or a 

networked pc. This can be anything from viruses and worms to Trojans.

Hacking 

Accessing computers and networks to destroy data or maliciously harm the 

computer. 

Cyber Theft

Stealing financial and / or personal information through a computer for 

fraudulent or illegal use. 



WHAT ARE CYBER RISKS 

Extortion

An attack or threat of attack (e.g. system interruption; data theft) with a 

demand for money to avert or stop it. These often involve the use of so called 

ôRansomware.õ

Denial of Service Attack

Attacking from multiple IP addresses to make a machine or network resource 

unavailable to its intended users. (Think about it being similar to a group of 

people crowding the entry door or gate to a shop or business and not letting 

legitimate parties enter into the shop or business, disrupting normal operations).



WHAT ARE THE CYBER RISKS 

Human Error or Dishonesty

Loss or disclosure of sensitive personal and / or financial information either 

through accidental or malicious means. 

Infringement of Intellectual Property rights

Unintentional intellectual property infringement and other media cover as a 

result of website or social media content. 

Libel, Slander or Defamation

Defamation or slander conducted via the internet.



THE POLICY COVER 

As is the case with many insurance products, not all of them provide the 

same level of protection. 

Typically the wider cover options cost more but charities would need to 

examine their own operation and therefore potential risk and assess which 

are the most beneficial covers.  



BREACH COSTS

Insurers offer practical support in the event of a data breach this may include:

Forensic investigations, or security audit of systems to establish the extent of the 

breach.

Legal advice and establishment of legal requirements and compliance with these. 

Cost of notifying customers or regulators, and offering support such as credit 

monitoring to affected customers.

Notification to other parties where appropriate to reduce reputation damage.


